
Social Media Screening and Procedural Justice: Towards
Fairer Use of Social Media in Selection

Eva Vosen1

Accepted: 25 March 2021/
# The Author(s) 2021

Abstract
Companies have started using social media for screening applicants in the selection
process. Thereby, they enter a low-cost source of information on applicants, which
potentially allows them to hire the right person on the job and avoid irresponsible
employee behaviour and negligent hiring lawsuits. However, a number of ethical issues
are associated with this practice, which give rise to the question of the fairness of social
media screening. This article aims to provide an assessment of the procedural justice of
social media screening and to articulate recommendations for a fairer use of social media
in the selection process. To achieve this, a systematic literature review of research articles
pertaining to social media screening has been conducted. Thereby, the benefits and ethical
issues relating to social media screening, as well as recommendations for its use have
been extracted and discussed against Leventhal’s (1980) rules of procedural justice. It
turns out that without clear guidelines for recruiters, social media screening cannot be
considered procedurally fair, as it opens up way too many opportunities for infringements
on privacy, unfair discrimination, and adverse selection based on inaccurate information.
However, it is possible to enhance the fairness of this practice by establishing clear
policies and procedures to standardize the process.
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Introduction

The recent COVID-19 crisis has demonstrated the impact of digital technologies on the way
work is organized: With the use of technology, work can to a large extent be done remotely
and in isolation (Bapuji et al. 2020). For the first time, a great number of employees have
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found themselves working from home, and many managers have started leading remote
teams (Caligiuri et al. 2020). These changes in work organization are expected to continue
to affect the future of work and the role of technology in it (Bapuji et al. 2020). During the
pandemic, firms with a high degree of digitalization have been able to effectively respond to
the challenges posited by COVID-19 and even to benefit from the crisis (Guo et al. 2020).
The dynamic nature of digital communication has continuously challenged human resource
management in a unique way, especially in recruitment and selection (Holland and Jeske
2017). Increasingly, companies have started using social media to screen and select new
applicants (Kluemper et al. 2012; Lam 2016; Henderson 2019). Research suggests that
many employers consider social media sites a valuable source of information about job
candidates (Peluchette and Karl 2009), which potentially allows them to draw conclusions
on factors like job performance or withdrawal (Roth et al. 2016) at low costs (Clark and
Roberts 2010; Brown and Vaughn 2011; Chauhan et al. 2013; Jeske and Shultz 2016).
Social media profiles appear to contain more revealing information on candidates than
traditional recruiting methods because users are believed to be more honest on social
networks than in the résumé. Furthermore, these profiles often include information posted
by others, which goes beyond the information provided and controlled by the applicants
themselves (Slovensky and Ross 2012; Thomas et al. 2015). This way, the use of social
media sites in recruiting decisions may prevent irresponsible employee behaviour and help
the company avoid negligent hiring lawsuits, which may occur if an applicant is hired who
causes harm to others and if the hiring company does not use information from background
checks (Woska 2007; Elzweig and Peeples 2009; Davison et al. 2012; Bentley 2013;
Kluemper 2013; Lam 2016).

While the benefits of using social media screening appear enticing for the employer, various
researchers point to the risk of social media screening causing or at least facilitating unethical
hiring practices (Black and Johnson 2012). Scholars have identified and discussed a number of
legal and ethical issues related to the practice of social media screening, which may influence
hiring decisions (Brown and Vaughn 2011; Kluemper 2013; Jeske and Shultz 2016). Given
the large number of active users on platforms like Facebook or LinkedIn, the practice of
screening applicants online has the potential of affecting both applicants and employers to a
great extent and to have significant impact on HR decisions, such as recruiting, training,
promotion, and termination (Brown and Vaughn 2011). If recruiters find information about
applicants on the social web, which they think is unacceptable, applicants may be refused
(Clark and Roberts 2010). This may apply to provocative or inappropriate photographs,
display of poor communication skills, pictures showing alcohol or illegal drug use, false
information about the applicants’ qualifications, or negative comments on previous employers
or colleagues (Brown and Vaughn 2011). Even traits like self-absorption and having strong
opinions displayed on social networks have been found to be viewed negatively (Tews et al.
2020), while factors as simple as language, spelling, and grammar can equally influence an
employer’s impression on the applicant’s intelligence, competence, and employability (Scott
et al. 2014; Becton et al. 2019). Furthermore, it is possible for other people to post
embarrassing content about a person on social networks–for example, when leaving comments
on other people’s profiles, or “tagging” friends in photos or videos (Jones and Behling 2010).
The benefits of obtaining information at low cost and avoiding negligent hiring lawsuits thus
stand in contrast to the risk of being held liable for violating applicants’ privacy and engaging
in a non-validated recruitment and hiring practice, provoking adverse impact and discrimina-
tion (Jeske and Shultz 2016).
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As the landscape in which companies operate is characterized by increased digitalization
and growing opportunities for surveillance (Flyverbom et al. 2019), research should pay
attention to concerns like surveillance and rising inequalities resulting from major changes
in business and society, such as the COVID-19 pandemic (Bapuji et al. 2020). In a
recruitment context, researchers need to address the relevant concerns regarding the use
of social media in the selection process, as an increasing number of employers engage in
such practices (Becton et al. 2019). Despite the above-mentioned issues, social media
screening does not seem to be well understood by researchers and practitioners (Roth
et al. 2016). A number of authors (Brown and Vaughn 2011; Davison et al. 2011; Black
and Johnson 2012; Black et al. 2012; Kluemper et al. 2012; Becton et al. 2019) point to a
research gap in this field. In particular, there seems to exist a lack of clear guidelines or best
practices on the use of social media in selection and recruitment (Davison et al. 2012;
Landers and Schmidt 2016). While the role of effective selection in successful business
conduct has been largely researched with respect to traditional selection methods, not many
studies have dealt with the role of social media in successful selection procedures so far.
Therefore, little is known to what extent employers possess the skills and abilities to
perform systematic, fair, and equitable social media screening, as noted by Hoek et al.
(2016). Those studies reporting negative applicant reactions (Stoughton et al. 2015; Drake
et al. 2016; Hurrell et al. 2017; Jeske and Shultz 2019) raise the question whether this
practice is just and fair, and whether employers should engage in it.

Applicants’ reactions towards (in-)justice can have significant impact on individual and
organizational outcomes such as job acceptance decision-making, job satisfaction, psycholog-
ical well-being of applicants, self-esteem, recommendation intentions, loyalty, commitment,
compliance, cooperativeness, organizational citizenship behaviour, the quality of the applicant
pool, performance, and overall post-hire attitudes and behaviour (Gilliland 1993, 1994;
Ployhart and Ryan 1997, 1998; Conlon and Ross 2012). As past research on the justice of
social media screening has demonstrated, the perceived justice of this practice represents an
important factor for job applicants (Cook et al. 2020). For this reason, it is the aim of this
article to evaluate whether employers’ engagement in social media screening is acceptable
from a fairness point of view. Thereby, the concept of procedural justice is used as a
framework guiding the argumentation. Procedural justice evaluates the fairness of processes
guiding allocation behaviours or judgments by which outcomes are attained (Gilliland 1994;
Cropanzano and Ambrose 2002). Drawing from the findings of this discussion using the
concept of procedural justice, an overview of recommendations for employers wishing to use
social media screening will be presented. The article is organized as follows: In the first
section, the concept of procedural justice will be introduced. After a brief methodological
description, the procedural fairness of social media screening will be discussed according to
Leventhal’s (1980) procedural justice rules. In this step, recommendations for practitioners will
be outlined for each rule of procedural justice. The article closes with a summary of the results
of the discussion, key takeaways for practitioners, and recommendations for further research
on the use of social media in selection.

Procedural Justice

Justice has been studied by scholars from many different perspectives. Of all disciplines
concerned with studying justice, philosophy has made the most significant contribution to
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an understanding of justice as an aspect of morality (Greenberg and Bies 1992; Buchanan and
Mathieu 2013). In ancient philosophy, justice was used to describe “a state of harmonious
balance within each individual and with the social community” (Singer 2000, p. 189). The
understanding of justice as an essential element of morality was at that time mainly influenced
by the ideas of Plato and Aristotle (Greenberg and Bies 1992; Singer 2000). Thereby, Plato’s
Republic and Aristotle’s Nichomachean Ethics represent early works on distributive justice
(Cohen 1987). For Aristotle, justice represents the “the sum of all Virtues” (Singer 2000). In
Book V of Nichomachean Ethics, he distinguishes distributive justice, which is the justice of
just distribution between individuals, from rectificatory justice, which refers to restoring a
disturbed relationship between individuals because of a wrongful act (Greenberg and Cohen
2014). Although Aristotle developed a complex concept of what he called “the good life,”
which incorporated social-system justice, he provided no guidelines as to how to attain it
(Stephens and Cobb 1999).

According to Kantian philosophy, justice in allocation seeks a balance between people’s
entitlements and their moral duties, based on pure reason (Singer 2000). Kant took a
deontological perspective, with the duty to respect the moral rights of others, regardless of
the consequences in view of the overall good (Demuijnck 2009). One of the most influential
justice theorists in modern philosophy is John Rawls (Greenberg and Bies 1992; Simola 2003;
Kittay 2018). In his pathbreaking work “A Theory of Justice” (1971), Rawls attempts to obtain
consensus about the meaning of justice by defining “Justice as Fairness” (McGowan 1990).
Rawls establishes a conception of justice, based upon the theories of the social contract as
postulated by Locke, Rousseau, and Kant (Konow 2003; Ege and Igersheim 2010), partly
criticising the notion of Utilitarianism. In Rawls’ theory, the concepts of equality and duty,
including the duty to help the needy, are central elements of justice (Konow 2003). In his
theory, Rawls (1971) postulates two key principles: the principle of equality in the distribution
of political and civil liberties, and the so-called difference principle, which requires inequalities
in the distribution of social and economic goods to exist only to an extent to which they would
make the least advantaged better off than under strict equality (Cohen 1987). In contrast to the
more recent distinction of distributive and procedural justice, Rawls’ understanding encom-
passes both process and outcome (Singer 2000). Other scholars, such as the psychologist
Lawrence Kohlberg (1973, 1981), were largely influenced by Rawls’ theory of social justice
(Simola 2003).

Justice has been recognized as a critical element of ethical thought, which is particularly
applicable to the ethics of business conduct (McGowan 1990). The study of business ethics is
inherently prescriptive from a philosophical perspective, as it aims to determine what needs to
be done to accomplish justice. In contrast, from a social science perspective, it is rather
descriptive in describing people’s attitudes and behaviours with respect to justice (Greenberg
and Bies 1992). In psychology and organisational theory, several positive theories of justice
explain either the fairness of the final allocation outcome (which refers to outcome justice) or
the fairness of the allocation procedures (which is procedural justice) (Singer 2000). Organi-
zational justice most commonly refers to people’s subjective perception of fairness in organi-
zations (Colquitt 2001). As a field of research, it represents endeavours aiming to explain the
impact of justice on organizational functioning (Greenberg 1987, 1990b). Justice research has
identified four dimensions of justice: distributive, procedural, interpersonal, and informational
justice (Colquitt 2001; Loi et al. 2012; Xu et al. 2016). Thereby, interpersonal and informa-
tional justice are subgroups of the concept of interactional justice, as established by Bies and
Moag (1986).
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Initially, organizational justice research was interested in the perceived justice of decision
outcomes, which is distributive justice (Gilliland 1993; Hartman et al. 1999; Colquitt et al.
2001). Research on distributive justice is especially concerned with the question of whether
such outcomes are consistent with implicit norms for allocation, like equity and equality
(Adams 1965; Colquitt 2001; Cropanzano and Ambrose 2002). Equity describes the ratio of
inputs to outcomes for an individual being relatively equal to the input-outcome ratio for others
(Adams 1965; Cohen 1987; Gilliland 1994; Alder and Gilbert 2006). This concept was
introduced in Adams’ (1965) study of Equity Theory, which incorporated a ratio of what
individuals receive relative to what they put in when they work for an organization. Comparing
this ratio to the ratio of other individuals allows them to make judgments on the fairness of
their own ratio (Cropanzano and Randall 1993). However, practice revealed that the resources
managers can distribute to employees are limited, which is why employees cannot always
receive all rewards they deserve (Shapiro 1993). It was realized that the way an individual is
treated in the allocation process is just as important to the individual as the actual outcome. In
fact, the favourability of a certain outcome can matter less as long as the allocation process is
fair, because the individuals being subject to the process may expect that a system which
functions that way may meet their needs in the future (Cropanzano and Randall 1993). Thus, if
an individual is treated poorly in the selection process, this person may expect that the
organization generally treats employees poorly (Gilliland 1993) and may consider it dysfunc-
tional (Alder and Gilbert 2006). Empirical findings on positive theories of justice even suggest
that people are generally more concerned with the fairness of the allocation procedure than that
of the outcome (Lind and Tyler 1988; Singer 2000). Therefore, the study of the factors that
influence perceptions of the fairness of the allocation process beyond the mere distribution of
more resources to employees may broaden managers’ possibilities of distributing rewards
(Shapiro 1993). In consequence, research interest shifted from the study of the fairness of
results towards the study of the fairness of the process by which such results are attained
(Hartman et al. 1999), which is procedural justice (Gilliland 1994; Cropanzano and Ambrose
2002). A procedure is understood as a sequence of steps that guide allocation behaviours or
judgments. Individuals who participate in such procedures generally form an opinion about
their fairness (Cropanzano and Ambrose 2002). Unlike distributive justice, which neglects the
social system that generates a certain distribution, procedural justice is related to the evaluation
of systems or institutional characteristics (Leventhal 1980; Folger and Konovsky 1989), which
is one reason why it was chosen as a framework to evaluate the fairness of social media
screening in the selection process.

Another reason why procedural justice was chosen as a framework for this article is the
existence of general consent in the literature that procedural justice affects employee behav-
iours and attitudes (Lind and Tyler 1988; Greenberg 1990b). Procedurally fair processes have
been found to be more profitable than unjust processes because they serve an economic benefit
(Cropanzano and Ambrose 2002). Thus, a great amount of research has been conducted on the
positive influence of perceived procedural justice on a breadth of positive employee attitudes
and behaviours at work (Brebels et al. 2010), as well as organizational outcomes such as
satisfaction, commitment, trust, performance (Nowakowski and Conlon 2005), withdrawal,
negative reactions, evaluation of authority, and organizational citizenship behaviour (Colquitt
et al. 2001). Several studies have even shown that the negative effects of perceived unjust
outcomes may be mitigated by increased procedural fairness (McFarlin and Sweeney 1992;
Sheppard et al. 1992; Vermunt and Steensma 2001; Alder and Gilbert 2006). In a hiring
context, individuals rejected for a job may be more likely to accept the decision if they
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consider the company’s selection procedures fair, even though they perceived a breach of
distributive fairness by thinking of themselves as qualified for the position. In turn, even
individuals who were given a job may develop a negative attitude towards the hiring
organization if they perceive the selection process as unfair (Alder and Gilbert 2006). It should
therefore be in the interest of any organization to consider the perceived fairness of its
recruitment methods very closely (Cook et al. 2020).

The study of procedural justice was introduced by Thibaut and Walker (1975), who
examined disputant reactions to legal procedures through third-party intervention. While this
work, along with other contributions that followed, concentrated on procedural justice in a
legal context (Colquitt et al. 2001), it was Leventhal (1980), who introduced the concept of
procedural justice to non-legal contexts such as organization research. To set standards for the
evaluation of procedural justice, Leventhal (1980) proposed six rules of fair procedure:
consistency, bias suppression, accuracy, correctability, representativeness, and ethicality. As
noted by Cropanzano and Greenberg (1997), as well as Cropanzano and Ambrose (2002),
Leventhal’s rules may have undergone modifications to be adapted in different contexts over
time, but still have proven to be useful. For this reason, this paper aims to discuss procedural
justice with respect to social media screening according to Leventhal’s justice rules.

Methodology

The first aim of this article is to discuss whether social media screening violates the principles
of procedural justice. Second, it seeks to articulate recommendations for practitioners wishing
to perform social media screening in a fair manner. To achieve this, the article presents a
review of the main benefits and criticism of social media screening identified in the literature
and discusses them using Leventhal’s (1980) rules of procedural justice. To assess the state of
research on social media screening, the procedure recommended by Webster and Watson
(2002) was applied: First, publications were revealed from electronic databases using the
search terms “social media screening,” “social network screening,” “social media assessment,”
“social network assessment,” as well as “social media in selection.” Secondly, the literature
identified within electronic databases was screened for further articles cited in these works.
Thirdly, those articles citing the works identified in the first step were reviewed. All articles
were then screened for benefits, issues, and recommendations pertaining to the use of social
media screening. The results from this step were then classified according to Leventhal’s
(1980) rules: consistency, bias suppression, accuracy, representativeness, correctability, and
ethicality. According to Cropanzano and Ambrose (2002), the rule of representativeness is
often equated with the principle of “voice”, which considers the importance of two-way
communication in procedural justice, as established by Thibaut and Walker (1975). Other
authors, such as Zapata-Phelan et al. (2009) treat voice as a separate rule. In contrast to mere
representation, voice allows for providing direct input, thereby giving individuals the oppor-
tunity to exert direct control over the decision-making process (Zapata-Phelan et al. 2009).
Therefore, voice is included as a separate rule in this article.

Several limitations have to be considered regarding the scope of this review. While social
media is used in recruitment, selection, and disciplinary situations (Lam 2016), it is important
to distinguish between the processes of recruitment and selection: Recruitment is concerned
with activities aimed at attracting an acceptable group of candidates to a certain position,
whereas selection is concerned with choosing the most suitable person for a position from a
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pool of candidates through the use of assessment tools (Aguado et al. 2016). As Lam (2016)
notes, the ethical issues related to using social media in the selection process are more complex
and serious than for the recruitment process. Tensions may also arise from the implications of
monitoring and disciplining employees or employees’ private use of social media during
worktime after they have been hired (McDonald and Thompson 2016). These matters will,
however, also be excluded from this paper. While organizations certainly face ethical issues
when it comes to monitoring current employees’ social media activities (Lam 2016), the
ethical and legal issues emerging in that context differ from those in selection and should be
dealt with separately. The following discussion will therefore concentrate solely on the use of
social media in selection and will exclude all matters pertaining to recruitment, such as job
advertising on social media, or post-hire situations involving social media.

Another limitation concerns the search scope in the online screening process. While
employers have increasingly started using social media for HR purposes (Lam 2016;
Henderson 2019), the search for applicant information may also be extended to a general
internet search, for example, by using search engines (Roth et al. 2016). While potential
overlaps may exist between a more general internet search and the exclusive use of social
media, authors like Kluemper et al. (2015) as well as Roth et al. (2016) make a clear distinction
between a general internet search that makes use of a variety of sources, and the use of social
media websites only. Kluemper et al. (2015) argue that social media display specific issues
relating to impression management, discrimination, privacy, and applicant reactions that may
not apply to general internet searches because they enable limitations in the accessibility to the
site and to individual user profiles. Following this argumentation, this article concentrates
exclusively on the ethicality of consulting social media sites and disregards the implications of
a broader, more general internet search that would include a wider variety of online sources.

The Procedural Justice of Social Media Screening

For the employer, the practice of social media screening has a number of obvious advantages.
Literature suggests the use of social media enables the employer to efficiently and conve-
niently review readily available information at low costs, which allows for a wide range of
organizations to take advantage of this practice, including small businesses (Brown and
Vaughn 2011; Chauhan et al. 2013; Jeske and Shultz 2019). Another major reason for using
social media in the selection process is that social media profiles potentially contain more
revealing information on a candidate than traditional application documents: Firstly, because
users are believed to be more honest on social networks than in the résumé, and secondly,
because social media websites often include information posted by others, which goes beyond
the information provided and controlled by the applicant him- or herself (Slovensky and Ross
2012; Thomas et al. 2015). Through this allegedly more authentic representation on social
media, the screening process may then present HR professionals with the opportunity of
drawing conclusions about the applicant’s character and personality, which cannot easily be
done by traditional means (Kluemper and Rosen 2009; Brown and Vaughn 2011; Chauhan
et al. 2013). According to Nikolaou (2014), social media are typically used to find additional
information about candidates after receiving their application documents or after the first
interview. This additional information may assist recruiters in verifying application documents
such as the résumé (Brown and Vaughn 2011). In particular, Kluemper and Rosen (2009) note
that information on social media may be effective in drawing conclusions on applicants’ so-
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called “big-five” personality traits: agreeableness, conscientiousness, extraversion, neuroti-
cism, and openness to experience. Such conclusions can be based on the types of interest
groups applicants have joined, the things they “like”, status messages, comments, or tagged
photos. These activities are assumed to reflect regular behaviour, as opposed to rehearsed
behaviour, which would perhaps occur in a job interview setting. A study by Rosen et al.
(2018) on the use of Twitter profiles to assess candidates’ personality and suitability found out
that Twitter profiles can accurately predict personality, even when used as a sole predictor.
This way, employers may find individuals who possess the characteristics the company deems
desirable and who identify with the company’s goals and objectives (Rosen et al. 2018).
Hence, it allows companies to assess applicants’ potential fit with the organization (Becton
et al. 2019), thereby reducing uncertainty about candidates and predicting future communica-
tion outcomes (Evuleocha and Ugbah 2018). If applicants are considered unsuitable, they may
be screened out based on the information from social networks (McDonald and Thompson
2016). Therefore, another frequent argument for the use of social media assessment is that the
company bears a certain responsibility towards its stakeholders when making hiring decisions
to reduce the risk of irresponsible or even criminal employee behaviour (Kluemper 2013). For
example, this may be true if an applicant to a day-care centre “likes” content oriented toward
paedophilia (Slovensky and Ross 2012), or if an applicant to a position as a transportation
worker is portrayed online with many posts involving parties and alcohol (Davison et al.
2016). Past behaviour can be a good predictor of future behaviour when it comes to the
discovery of illegal or harmful activities that may later cause damage to co-workers or
customers. Even if the applicant did not engage in criminal behaviour, the company may
discover indicators of disloyalty, for instance in the form of blackmailing past employers or
spreading trade secrets (Slovensky and Ross 2012). If an organization knowingly hires an
applicant who causes harm to others and if that organization does not use information from
background checks, it can be sued for negligent hiring (Woska 2007; Elzweig and Peeples
2009; Davison et al. 2012; Bentley 2013; Kluemper 2013; Lam 2016), especially when the
organization is involved in public safety, such as trucking, child care, or public sector activities
(Slovensky and Ross 2012). Therefore, the information obtained from social media assessment
is often used by companies in order to avoid negligent hiring lawsuits (Chauhan et al. 2013).

Despite its great potential of improving hiring decisions, the use of social media in selection
raises several legal and ethical concerns (Thomas et al. 2015). In this context, opponents of
social media screening are particularly concerned with potential privacy and discrimination
issues (Black and Johnson 2012; Black et al. 2015; Thomas et al. 2015; Lam 2016). Research
suggests that social media screening causes strong moral reactions in job candidates due to
potential invasions of privacy (Black et al. 2015). Often, social networking websites contain
personal information about applicants, which is not allowed to be asked during a job interview
such as race, marital status, or sexual orientation. If the employer accesses this sensitive
information in an online search on social networks, this may lead to a negative employment
decision on that candidate (Jones and Behling 2010). It is therefore not surprising that authors
like Clark and Roberts (2010) deem social media screening a socially irresponsible practice.
Another issue frequently criticized by researchers and commentators is the accuracy of
information from social media, as such information on candidates may be untrue, incomplete,
or taken out of context (Slovensky and Ross 2012; Lam 2016).

A reward distribution process like the hiring process is often complex in nature, and
involves the selection of decision makers, the structuring of the decision process, and other
organizational steps (Leventhal 1980). This poses a challenge for managers pursuing just and
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fair decision processes, especially in a social media screening setting, which lacks clear
guidelines and policy recommendations for hiring managers (Davison et al. 2012; Landers
and Schmidt 2016). In their study revealing negative reactions from job applicants/employees
towards social media screening, which result from perceived justice violations, Hurrell et al.
(2017) stress a need for policy advice as to how employers should use social media screening.
As potential negative feelings arising from the process of social media screening may be
improved by paying attention to the procedural justice of this practice (Hurrell et al. 2017), the
rules of Leventhal (1980) are hence applied to formulate recommendations for a fairer
performance of social media screening. Thereby, potential drawbacks serve as starting points
for improvements. The following sections will discuss the procedural justice of social media
screening according to each of Leventhal’s (1980) rules.

Consistency

The consistency rule requires processes to be applied consistently across persons and across
time (Leventhal 1980; Colquitt 2001; Alder and Gilbert 2006). Applied across people, similar
procedures must be performed for all potential recipients of a reward without giving preference
to anyone. This rule is therefore related to the concept of equality of opportunity (Leventhal
1980), requiring the hiring manager to treat similarly situated people in a similar manner with
regard to process and outcome (Alder and Gilbert 2006). Also over time, the way a process is
handled should be kept stable, at least over the short term. If a process is applied differently to
different people or changes are made too frequently or too easily, this may lead individuals to
conclude that procedural fairness is violated (Leventhal 1980). While acknowledging that the
people who possess the necessary skills for the job may be situated differently to those who
lack those skills, Alder and Gilbert (2006) highlight that hiring managers should give the
possibility to obtain a certain job consistently to those individuals most qualified for the job.
Thereby, they should proceed with care and rigour, paying attention to diligent procedures.

When the consistency rule is applied across people, Bentley (2013) discusses the possibility
of social media screening to be discriminatory on the basis of protected characteristics. This
may be the case when metadata reveals that a hiring manager spent more time on the profile of
a white applicant, and significantly less time viewing the social media profile of an African-
American applicant, and then decides to hire the white applicant. In this example, the hiring
manager screens applicants differently based on race, which would represent a case of
disparate treatment. As screening only certain applicants can be understood as a form of
discrimination, it is recommended to perform the screening for all applicants (Bentley 2013;
Davison et al. 2016). Since employers’ screening of social media in selection often occurs ad
hoc and in an arbitrary manner (Schroeder et al. 2020; Wade et al. 2020), organizations should
make efforts to standardize the process (Davison et al. 2016; Landers and Schmidt 2016; Tews
et al. 2020; Wade et al. 2020) in order to give all participants the chance to obtain positive
results. Overall, a considerable number of authors point to the necessity of articulating a clear,
standardized policy for carrying out social media screening (Elzweig and Peeples 2009;
Davison et al. 2012, 2016; Lam 2016; Landers and Schmidt 2016; Wade et al. 2020) and
disseminate it to the employees (Elzweig and Peeples 2009). This policy should specify the
conditions under which social media content should be collected, differentiate job-relevant
from irrelevant and discriminatory information, and establish a standardized rating system to
account for more objectivity (Tews et al. 2020; Wade et al. 2020). Despite the emphasis placed
by various authors on the need to structure the process of gathering applicant information via
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social networks, the study of Schroeder et al. (2020) found that adding structure to the process
did not lead to the expected improvements in psychometric properties demonstrated in social
media screening. In reaction to these findings, Schroeder et al. (2020) presume that structuring
methods other than those used in their study may be more effective. As a result, future research
on the effectiveness of different methods of stucturing the process of social media screening
may provide further insights for practitioners. Table 1 provides an overview of the key
recommendations for enhancing consistency in social media screening.

Bias Suppression

Individuals can base their judgments of the fairness of an allocative process upon the bias
suppression rule, which requires abstention from personal self-interest and reliance on narrow
preconceptions or doctrinaire views (Leventhal 1980; Alder and Gilbert 2006). Bias in the
selection process may take various forms: A hiring manager may give jobs to friends and
relatives or refuse to hire qualified individuals based on demographic information or personal
prejudices. In such cases, fairness was found to be lowest (Singer 1993; Alder and Gilbert
2006). The bias suppression rule of procedural justice thus requires hiring managers to be
neutral (Colquitt 2001).

Social media screening of applicants may induce bias (Wade et al. 2020) and discrim-
ination (Manant et al. 2019) for a variety of reasons. One source of discrimination against
applicants is the demographic information published on a social media profile. Given the
wide range of personal information available on social media, such as race, gender, age, or
disability status, the use of this non-professional information in making employment
decisions may lead to unfair discrimination (Kluemper and Rosen 2009; Nikolaou 2014).
Often, this kind of information contains answers to questions that are not allowed to be
asked during job interviews (Zhang et al. 2020). Thus, making employment decisions based
on such restricted information can lead to adverse hiring decisions (Jones and Behling
2010) and is often prohibited by law (Black and Johnson 2012; Bentley 2013; Roth et al.
2016). For example, the social media site may contain information revealing the candidate
to be part of a protected class or category. If an employer regularly checks potential job
candidates’ profiles, and the organization does not have enough workers who are members
of protected classes, the organization may find itself confronted with a discrimination
lawsuit (Elzweig and Peeples 2009). While it is often difficult to raise such claims, as only
few cases of discrimination are brought to court (McDonald and Thompson 2016), per-
ceived procedural fairness is nevertheless decreased if applicants feel that the hiring
decision was biased (Leventhal 1980).

Table 1 Recommendations to enhance consistency in social media screening

Recommendations Selected Literature

• Apply social media screening consistently to all
applicants

Leventhal (1980); Colquitt (2001); Alder and Gilbert
(2006); Bentley (2013); Davison et al. (2016)

• Keep the process stable over time Leventhal (1980); Colquitt (2001);
Alder and Gilbert (2006)

• Standardize the process of social media screening and
establish a binding policy for social media screening

Elzweig and Peeples (2009); Davison et al. (2012,
2016); Lam (2016); Landers and Schmidt (2016);
Tews et al. (2020); Wade et al. (2020)
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Alder and Gilbert (2006) point out the importance of being aware of the difference between
intentional and unintentional systematic bias. As opposed to more obvious forms of discrim-
ination based on race or age, the unintentional bias may be subjective and subconscious
(Bertrand and Duflo 2017). Hiring managers may not only reject a candidate on the grounds of
demographic information, but also when they find a piece of personal information that
corresponds to their stereotypes (Jones and Behling 2010). Hiring managers’ biases may thus
(wrongly) frame their picture of a candidate, even without malicious intent (Davis 2007;
Elzweig and Peeples 2009). Especially non-professional sites like Facebook offer their users
prompts to enter a wealth of personal information (for example, activities, interests, relation-
ship status, favourite music, and a profile picture), as well as the freedom to post additional
information or media (Karl et al. 2010; Chauhan et al. 2013). Such job-irrelevant content may
induce biases related to the values, attitudes and beliefs of an applicant. For example, if
recruiters find information on applicants’ political views (Wade et al. 2020) or, if a candidate
likes a certain sports team the employer hates, the stereotype of the employer may lead to a
negative hiring decision (Jones and Behling 2010). The research of Wade et al. (2020)
demonstrates that employers tend to rate applicants higher in a social media screening situation
when they feel that those applicants are similar to them. While these results mainly pertain to
political views, the described phenomenon may also occur if applicant and recruiter like the
same sports team or went to the same high school (Alder and Gilbert 2006). Likewise, physical
attractiveness based on photos posted on social media may lead to unfair biases (Alder and
Gilbert 2006; Jones and Behling 2010; Black and Johnson 2012). Thereby, research suggests
that the effect of physical attractiveness is stronger for women than for men, as attractiveness is
related to femininity rather than to masculinity. Therefore, women are held to higher standards
for physical attractiveness than men (Black and Johnson 2012). Applicant sex as such may
also influence the way information from social networks is used by recruiters during selection
(Alder and Gilbert 2006; Becton et al. 2019). Overall, due to personal biases and stereotypes,
the same piece of profile information may provoke different perceptions of a candidate among
different raters, thereby raising or lowering an applicant’s chances of being hired (Davis 2007).
In addition to such individual stereotypes, Becton et al. (2019) contrast the influence of
unprofessional social media content on employers’ potential negativity biases and the effects
of professional or positive social media content on employers’ perceptions of candidates. They
point out that negative information generally has a stronger influence on people’s perceptions
than comparably extreme positive information. Thus, recruiters presented with unprofessional
social media content may expect that applicant to exhibit more undesirable behaviour on the
workplace than positive information would create a favourable impression of a candidate.

The absence of social media information on an applicant may also be a source of
discrimination, because not all individuals are similarly or frequently active online (Thomas
et al. 2015; Jeske and Shultz 2016). Applicants who maintain a social media profile may be
perceived more positively than those without a social media profile (Black and Johnson 2012;
Slovensky and Ross 2012; Alexander et al. 2019). Research suggests that missing information
may lead to increased uncertainty about the attributes of applicants, which then results in the
devaluation of a candidate’s skills as compared to those who provide such information (Roth
et al. 2016). Several studies have shown differences in the adoption and usage of social
networks across gender, age, as well as occupational groups. There may exist an underrepre-
sentation of minorities on social media, and women and elderly applicants may also be
perceived less favourably than men and younger applicants (Black and Johnson 2012;
Alexander et al. 2019). Older individuals may be less proficient in the use of technology
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(Chauhan et al. 2013) and are therefore less likely to be active on social media. This could lead
to an adverse impact if an employer is not able to find any information on an older candidate
(Davison et al. 2012; Kluemper et al. 2015). In addition to older individuals tending to be less
active on social media, certain socioeconomically disadvantaged racial or ethnic groups may
have no or limited access to the internet (Davison et al. 2012; Kluemper et al. 2015).
Furthermore, there may also be potential gender differences in the use of social media
(Kluemper et al. 2015). For instance, research by Zide et al. (2014) revealed that men are
more active in sharing personal and professional information and making recommendations on
social networks than women. Authors like Nikolaou (2014) and Alexander et al. (2019)
confirm these findings by noting that men are more active on the professional social network
LinkedIn than women. Furthermore, the study by Nikolaou (2014) shows that certain occu-
pational groups are more likely to perform well on presenting themselves on social media. For
instance, sales and marketing professionals were perceived to be better at presenting them-
selves online than other professional groups because it is part of their training. However,
adoption and usage of social networks not only differ based on a lack of access or proficiency,
but are also a matter of choice. Users may consciously decide to discontinue social media
temporarily or permanently. One reason is the phenomenon of social network fatigue, which
refers to negative emotional reactions, like tiredness, boredom, burnout, indifference, or
decreased interest resulting from social media activities (Zhang et al. 2016). People feel
increasingly pressured to respond to an overwhelming volume of social demands on social
networks, which leads to physical and psychological strain (Lee et al. 2016). Since people
change their behaviour in order to avoid such stress, social network fatigue has been found to
be one reason why users discontinue using social media (Maier et al. 2015). Studies like the
ones conducted by Xiao et al. (2020), and Wang et al. (2021) demonstrate that this energy-
consuming social overload along with invasion of privacy are key enablers that incite users to
discontinue social media use. While this phenomenon has received little attention in research
on social media so far (Wang et al. 2021), its implications should not be disregarded in this
context. As Xiao et al. (2020) call on providers of social media sites to be considerate of users’
processing capability and to give users complete rights over the information they post to
protect their privacy, it seems likewise reasonable to expect hiring companies to respect
applicants’ needs to protect themselves and make efforts to avoid discrimination based on
missing social media information.

In order to prevent discrimination and unfair biases, the timing of the screening, as well as
the choice of individuals conducting the screening play a key role. See Table 2 for a summary
of the recommendations from the literature. First of all, it is recommended to perform the
social media screening late in the process when obvious protected class memberships are
already known (Davison et al. 2016). Since the pieces of information obtained from social
media may be perceived differently across raters (Davis 2007), it is necessary to use multiple
raters (Davison et al. 2012, 2016; Kluemper et al. 2012). However, the task of online
background checks should only be done by a limited pool of authorized individuals
(Thomas et al. 2015; Lam 2016). According to Davison et al. (2016), it should be the task
of the HR department to do social media checks, as HR professionals are more familiar with
issues of validity, adverse impact, and disparate treatment than practicing managers, who may
also be too tempted to examine non-job-related factors. By separating the individuals
conducting the social media assessment from those conducting interviews, information can
be prevented from being shared between separate assessors (Davison et al. 2016). Also, Lam
(2016) recommends separating the roles of the person collecting the data from the person

292 Employee Responsibilities and Rights Journal (2021) 33:281–309



making the employment decision so that information cannot be modified prior to entering the
decision process. Furthermore, the social media assessors should receive training on how to
screen and gather social media information (Elzweig and Peeples 2009; Thomas et al. 2015;
Wade et al. 2020). By training the social media assessors in what to search for (for example, to
concentrate on job-related information), the organization can potentially safeguard itself
against bias (Davison et al. 2016).

Accuracy

The accuracy rule of procedural fairness requires an allocative decision to be based on high-
quality information and informed opinion. Thus, the information and opinion upon which a
decision is based must be obtained with great care to reduce error to a minimum (Leventhal
1980).

The practice of social media screening in selection raises data accuracy concerns in several
ways: In their study, Schroeder et al. (2020) demonstrate that the assessments of applicants
based on information from social media screening were generally inconsistent with the
information provided by the applicants. Regarding the quality and reliability of social media
information, Davis (2007) has identified the problem of inaccurate or false information about
candidates, especially beyond their own control, as being one of the most serious issues in
social media screening. It may result in poor employment decisions, creating an inaccurate or
unfair impression of candidates (Davis 2007). This constitutes a risk for the organization when
the “wrong” person is hired, and is unfair to individuals who were turned down based on false
information (Lam 2016). There are various possible sources of false information: One is false
information on a candidate provided by others. Part of the information about a person available
on social media is submitted by other people, such as comments on the “wall,” or “tagged”
photos or videos, whereby a person’s name is attached to a photo or video, which can then be
found by searching that person’s name (Jones and Behling 2010). This may be done even
without that person’s consent (Chauhan et al. 2013). Some of this information can be deleted
by the user, but control over content submitted by others is limited (Kluemper and Rosen
2009). As a consequence, users can become victims of identity theft (Connerley et al. 2001;
Davison et al. 2012) or libel, whereby false and defamatory information is posted on their
websites or profiles (Davison et al. 2012). Entire fake profiles of candidates can be created by

Table 2 Recommendations to reduce bias and discrimination in social media screening

Recommendations Selected Literature

• Perform the social media screening late in the process Davison et al. (2016)
• Use multiple raters Davison et al. (2012, 2016);

Kluemper et al. (2012)
• Limit the pool of individuals authorized to perform online

background checks
Thomas et al. (2015); Lam (2016)

• Have the HR department do the social media screening Davison et al. (2016)
• Provide training for social media assessors on how to

gather job-related information from social media
Elzweig and Peeples (2009); Thomas et al. (2015);

Davison et al. (2016); Wade et al. (2020)
• Separate the individuals conducting the social media

screening from those conducting interviews
Davison et al. (2016)

• Separate the individuals conducting the social media
screening from those making the employment decision

Lam (2016)
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other people without the knowledge of the victim (Davis 2007). When taken out of context,
even correct information can be misleading (Kaupins and Park 2011), for instance, when
“tagging” friends in photos (Chauhan et al. 2013).

While some aspects of social media profiles are difficult to fake, such as the basic
demographic information (Black and Johnson 2012), users themselves may also become a
source of false or inaccurate information. Since making a positive impression with one’s social
media appearance may be helpful in succeeding in the application process (Hoek et al. 2016),
it is not surprising that some applicants clean up their social media profiles (Davison et al.
2016) and try to make them look more favourable if they know that a potential employer is
looking (Kluemper and Rosen 2009; Black and Johnson 2012; Chauhan et al. 2013; Jeske and
Shultz 2016). In this context, Jeske and Shultz (2016) refer to the concept of role distance
(Goffman 1961, 2005), wherein individuals enact different roles, depending on the expected
audience. By assuming such a role, they can distance themselves purposefully from certain
groups to appeal to an intended audience or create affiliation with certain desired social
hierarchies and groups. Depending on the audience, users may remove negative contents or
fake the information they post on a social media webpage. For example, they may “fake good”
if they expect their parents or employers to view the page, or “fake bad” to impress friends
(Davison et al. 2011, 2012). Some users even create a public page with their real name and a
separate “pseudo site” for their friends, which contains content specifically targeted at them
(Clark and Roberts 2010). As a result of this kind of impression management, chances are that
potential employers are unable to obtain the expected information (Cook et al. 2020) and may
misinterpret fit (Hoek et al. 2016).

Due to its particular relevance for the process of gathering information about potential
receivers of reward, more than to any other procedural component, the accuracy rule is key for
a fair selection process. Following Leventhal’s (1980) accuracy rule, employment tests that do
not reliably predict future performance on the job would constitute a violation of procedural
fairness. In the attempt to identify the candidate who will best perform on the job, perceived
job relevance, even more than actual job relevance, serves as another indicator for perceived
selection fairness (Gilliland 1994; Alder and Gilbert 2006). Research has shown that applicants
prefer job-related procedures (Stoughton et al. 2015): While biographical and personality
inventories are effective methods of predicting job performance (Hunter and Hunter 1984;
Alder and Gilbert 2006), they are often considered unfair because they rely on questions about
applicants’ personal lives and mental health, which are questionable in their relation to the job
(Smither et al. 1993; Alder and Gilbert 2006). Thus, applicants perceive work sample tests and
interviews more favourably than personality tests and biodata/weighted application forms
because the link to job relevance is more obvious (Hausknecht et al. 2004; Slovensky and
Ross 2012). Since Slovensky and Ross (2012) observe an apparent similarity between social
media screening and biodata, as both measure background, history, and outside interests that
are not obviously job-related, the authors consider social media screening to be perceived to
perform rather low in procedural justice. They conclude that social media screening may be
viewed as unfair, even for applicants who are offered the job.

Since objective data about the accuracy of the selection process is rarely available to
applicants, they must turn to other indicators of accuracy, one of which is transparency
(Schuler 1993; Alder and Gilbert 2006). In this context, a selection tool is transparent when
its job relevance is apparent to the applicant. Conversely, transparency is low when job
relevance is less clear (Alder and Gilbert 2006). Concerns have also been raised about the
validity of information with little job relevance, which is produced as part of social media
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assessment (Roth et al. 2016). For example, pictures and other pieces of information on social
media can be misleading: Someone pictured obviously intoxicated at a party may still be a
good employee, irrespective of what he or she does beyond working hours (Chauhan et al.
2013). While that person may not necessarily be an alcoholic, not everyone holding a hunting
rifle in a picture is a mass murderer (Elzweig and Peeples 2009). Therefore, the question
remains if the information obtained from a social media profile really paints an accurate picture
of applicants in their professional lives.

In the literature, there exist several proposals of enhancing information accuracy, which are
summarized in Table 3. The first recommendation is to validate the results of the social media
assessment upon reliance on traditional selection methods (Landers and Schmidt 2016), as
traditional methods generally enable more cognitive and rational assessments of applicant
information and base suitability on job-relevant information (Wade et al. 2020). Thereby, one
first step is to conduct a job analysis to ensure the job-relatedness of the data collected on social
media (Davison et al. 2016; Landers and Schmidt 2016). Based on this job analysis, the factors
that are clearly relevant for examination in social media screening (Tews et al. 2020) should be
determined beforehand. For example, in personality tests, the “big-five” measures of personality
are measured for selection purposes. While examining for extraversion may be useful in hiring a
sales representative, it may be less so for university staff. Thus, when only those factors are used
that are effective predictors of job-relevant performance, transparency can also be enhanced
(Alder and Gilbert 2006). Questions concerning the scope of the social media search should also
be clarified in advance: For instance, it should be determined whether or not to limit the search to
the applicants’ sites or to extend it to their lists of friends (Slovensky and Ross 2012). To increase
job-relatedness of information obtained through social media, several authors recommend limiting
the scope of social media sites used for screening to professionally-oriented networks, such as
LinkedIn, because these types of networks are job-related and less focussed on personal infor-
mation (Thomas et al. 2015; Hurrell et al. 2017; Cook et al. 2020).

Another major factor in achieving improved procedural justice in the process of social
media screening is to ensure transparency (Hurrell et al. 2017). Personality tests, biodata, and
cognitive tests, which are comparable to social media screening, are effective in predicting
performance and aid in hiring decisions. Therefore, Alder and Gilbert (2006) recommend that
they should not simply be excluded from use because of low transparency, as there are ways of
improving the transparency of such selection tools. To achieve this, record keeping has been
identified as a key method of monitoring the people who control the allocative process, mostly
for inspection by concerned parties (Leventhal 1980; Lam 2016) and to provide support in the
case of a litigation (Landers and Schmidt 2016). Such records should clearly document which
websites should be viewed, which behaviours should be predicted, and how the ratings of the
assessors are made (Davison et al. 2016). If a hiring tool is less transparent, it is also
recommended to explain it (Alder and Gilbert 2006). Also, the procedure, measures, and
criteria underlying the decision should be communicated to the applicant accordingly (Alder
and Gilbert 2006; Conlon and Ross 2012; Aguado et al. 2016). Thereby, quality and timing of
an explanation play a role in how credible and sincere an explanation is perceived (Conlon and
Ross 2012). Generally speaking, the earlier information is received, the greater the impact on
the justice perception (Van den Bos et al. 1997). In case of an unfavourable outcome, an
explanation received in advance may allow the recipient to interpret the outcome in the context
of the explanation (Weaver and Conlon 2003). It is thus advisable to provide explanations for
the rationale behind the decision-making process as early as possible, ideally before the
decision is made.
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Representativeness

According to Leventhal’s (1980) rule of representativeness, a fair allocative process reflects the
basic concerns, values, and outlook of relevant subgroups of the people affected by the
process. The importance of a subgroup may depend on factors like its size or prestige. The
application of this rule in practice may vary greatly, yet it is generally advisable to include
representatives of relevant subgroups in decision-making bodies, like committees. When
individuals feel that their own interests are represented in the decision making, and their
own power is involved, the process is likely to be perceived as fairer (Leventhal 1980).
Applicants are often not aware that they are being watched, which is why they are also
unaware of other users being watched who share their concerns. As a result, applicants who are
subject to social media screening generally lack a collective representation of their worries and
interests such as discrimination issues (Jeske and Shultz 2016). As it is recommended to use
multiple raters in the process of social media assessment (Davison et al. 2012, 2016),
representatives of relevant interest groups should be included in the pool of raters, such as
an equality officer or a representative of people with disabilities. Table 4 summarizes the key
recommendation for enhanced representation of interests in social media screening.

Voice

Thibaut and Walker (1975) found that just procedures allow individuals some control over
the decision-making process and over some of the eventual outcome through voice input
and decision influence (Zapata-Phelan et al. 2009). Beginning with Folger (1977), justice
research has started to acknowledge the role of voice in procedural justice by giving

Table 3 Recommendations to enhance accuracy in social media screening

Recommendations Selected Literature

• Validate the results of the social media assessment
against traditional selection methods

Landers and Schmidt (2016)

• Conduct a job analysis Davison et al. (2016); Landers and Schmidt (2016)
• Clearly determine the job-related factors that should be

subject to examination
Alder and Gilbert (2006); Tews et al. (2020)

• Clearly determine the search scope of the social media
screening

Slovensky and Ross (2012)

• Limit the scope of social media sites used for screening to
professionally-oriented networks

Thomas et al. (2015); Hurrell et al. (2017);
Cook et al. (2020)

• Keep records and document the social media screening
process at all stages

Leventhal (1980); Davison et al. (2016);
Lam (2016); Landers and Schmidt (2016)

• Explain the procedure to the applicant Alder and Gilbert (2006); Conlon and Ross (2012);
Aguado et al. (2016)

• Provide explanations of the procedure before the final
decision is made

Conlon and Ross (2012)

Table 4 Recommendations to enhance representation of interests in social media screening

Recommendations Selected Literature

• Include representatives of relevant interest groups in the pool of raters Leventhal (1980)
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individuals the opportunity to express their opinion regarding a decision, or through
effectively influencing decisions (Novelli et al. 1995). Voice has received significant
research attention in several HR contexts (Alder and Gilbert 2006). Shapiro (1993) has
examined the effect of procedural justice on third-party intervention in dispute resolution.
She concludes that a perception of procedural justice occurs when individuals feel that they
have indirect outcome control, or the opportunity of influencing a specific outcome by
expressing their views (“voice”) (Shapiro 1993). By having voice in the decision making
and thereby expressing one’s own opinion, the sheer possibility of being involved in the
decision making creates a feeling of participation. Voice is therefore seen as a form of
participative decision making (Folger 1977). Notwithstanding, voice provides less control
over the decision process than actual choice. This is why it was later defined as an indirect
form of participation (Greenberg and Folger 1983). Thibaut and Walker (1975) identified
two types of control as evidence of how much influence disputants in a dispute resolution
scenario had: process control and decision control. Thereby, process control represents
control over the presentation of disputants’ arguments. The possibility of influencing what
information gets heard or expressed in a decision process is referred to as process control,
while outcome control is the control over the actual outcome of a decision process (Shapiro
1993). In the literature, the effect of process control is often referred to as the “voice” effect
(Folger 1977; Lind and Tyler 1988; Colquitt et al. 2001).

In most social media screening contexts, applicants are unaware that the employer uses
social media screening, to what extent information is gathered from social networks, and how
strongly it influences hiring decisions (Jeske and Shultz 2016; McDonald and Thompson
2016). Thus, many rejected applicants are never told that an adverse decision was made on the
basis of social media screening (Clark and Roberts 2010), and discrimination may occur
without the applicant’s knowledge (Manant et al. 2019). Therefore, the screening of online
sources is considered as an “extractive” rather than an “interactive” search for information, as it
does not involve two-way communication with the applicant (Berkelaar 2014, 2017; Berkelaar
and Buzzanell 2014). Clark and Roberts (2010) therefore describe employers engaging in
social media screening as “undetectable voyeurs to very personal information” (p. 518).
According to Slovensky and Ross (2012), applicants may perceive this kind of process as
unfair due to low informational justice, as they often become aware that their social media
information has been consulted by an employer only when the decision is already made. Social
media screening thus seldom leaves room for two-way communication, but is frequently
performed in secret and without a chance for the applicant to comment on it directly. However,
as a reaction to an adverse decision, applicants can turn to social media to express voice on the
perceived fairness of an organization’s selection process in public (Conlon and Ross 2012;
Stoughton 2016), which has the potential of causing substantial damage to the organization’s
reputation (Stoughton 2016). To avoid this scenario, organizations should provide the oppor-
tunity for two-way communication already during the selection process (Hurrell et al. 2017)
and thereby allow individuals to express their voice (Shapiro 1993; Conlon and Ross 2012),
especially when they receive unfavourable outcomes (Conlon and Ross 2012; Davison et al.
2016). Allowing individuals to express voice enhances their perception of procedural justice,
even if they cannot directly influence the outcome by doing so (Lind and Tyler 1988; Conlon
and Ross 2012). As a result, they should be more accepting of the outcome (Conlon and Ross
2012), and a perceived violation of distributive justice may be offset by increased procedural
justice. Since other people’s views can only be credibly considered before and not after the
decision is made (Lind and Earley 1992), it is further recommended to offer the possibility of
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giving feedback before the decision is made (Shapiro 1993) to respond to negative information
(Davison et al. 2016), or to offset a negative impression due to a lack of social media
information, as discussed in the section on bias suppression. While it is not always useful to
base decisions on consensus, a so-called consultative style of decision making as proposed by
Vroom and Yetton (1973) may be useful in screening social media for hiring decisions.
According to this concept, the decision-maker makes the final decision, yet it is based on
the opinions of others when consulted. As it is advisable to have several people involved in the
social media screening process (Davison et al. 2012, 2016), the consultative style should also
be applied to the team of reviewers, as well as the representatives of interest groups, who are
involved in the screening process to have their views and recommendations heard. In order to
solve the missing opportunity of applicants’ exercising “voice”, Slovensky and Ross (2012)
discuss the possibility of the recruiter reviewing the social media profile together with
applicants, so as to give them the possibility to comment on possible “unprofessional” content
directly. However, this practice may still be perceived as unprofessional or voyeuristic, and it
may hit the candidate unexpectedly during an interview, if not communicated properly.
Therefore, notifying applicants in advance that the hiring manager may review the social
media profile during the interview should be considered. Still, it may lead to a candidate’s
negative overall perception of the organization by thinking the employer is generally unfair
through engaging in social media screening (Slovensky and Ross 2012). Research suggests
that for achieving a positive perception of procedural justice, it is not sufficient to give
individuals the opportunity of expressing voice, but to give them the impression that the
listener actually considers their opinions (Tyler 1987; Lind and Earley 1992; Shapiro 1993). In
addition to the importance of process control and outcome control, researchers have found the
perceived sensitivity and interpersonal qualities of a third party to be influential in procedural
justice judgments (Bies et al. 1988; Lind and Tyler 1988; Greenberg 1990a). According to
Conlon and Ross (2012), it is part of the voice rule to listen and show appreciation for the other
party’s concerns, even if it may contradict one’s own position. It is therefore recommended to
be interpersonally attentive in responding to the expressed opinions of applicants. This would
include gestures of attention like eye contact, taking notes, listening without preconceived
notions, not interrupting the applicant with objections, explicitly attempting to understand
what the applicant has said by repeating or asking for clarification, offering help by saying that
the applicant’s concerns will be shared with powerful others, and by exhibiting politeness and
respect in general (Shapiro 1993). While the sheer opportunity for voice as well as gestures of
appreciation are considered helpful in this context, it should be noted that applicants’ perspec-
tives towards social media screening need to be truly considered and understood before
engaging in it. For this reason, Cook et al. (2020) recommend to quantify applicants’
perceptions of social media screening beforehand. For example, it may be assessed whether
they perceive it as an invasion of privacy. A summary of the recommendations to enhance
voice in the social media screening process is provided in Table 5.

Correctability

Acknowledging that even the most well-intentioned and competent decision makers are not
free from error, the correctability rule requires that it must be possible to modify and reverse
decisions that emerged at different points in the allocative process (Leventhal 1980). The
section on accuracy of information has demonstrated that the social media screening
process is prone to error in many ways. As discussed earlier, the hiring decision should
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not be taken by looking at social media in isolation and, as pointed out by Schroeder et al.
(2020), social media should not be used to replace traditional selection methods. Rather,
they should include a number of steps and sources of information traditionally used in the
selection process, as proposed by Landers and Schmidt (2016). It is difficult to reverse a
hiring decision once it is made, but the rule of correctability may be applied to social media
screening as one step in the selection process. Furthermore, to make the rule of
correctability of the allocation process perceptible, Shapiro (1993) recommends explicitly
stating that the decision is not yet made or that it is correctable. This way, hiring managers
give the impression that the individual’s opinion is taken into consideration and included in
the decision-making process (Shapiro 1993), as required by the voice rule. Thus, the rule of
correctability can be applied by communicating that the decision is not yet made and still
correctable at a particular point of a multiple-step-process. Table 6 provides a summary of
these recommendations.

Ethicality

The ethicality rule according to Leventhal (1980) requires allocative processes to comply
with fundamental moral and ethical values accepted by the individual, who is subject to the
allocation process. If such personal standards of ethics and morality are violated, perceived
procedural justice is reduced. In addressing this rule, Leventhal (1980) points quite explic-
itly to cases in which information is collected about potential receivers of rewards. He states
that in such cases, methods are deemed unfair according to the ethicality rule if they involve
deception or privacy invasion. This may have strong implications for the use of social

Table 5 Recommendations to enhance voice in social media screening

Recommendations Selected Literature

• Allow applicants to express voice Shapiro (1993); Conlon and Ross (2012);
Davison et al. (2016)

• Provide the opportunity for two-way communication
with applicants during the selection process,
before the decision is made

Shapiro (1993); Hurrell et al. (2017)

• Actively give applicants the impression of being
considered

Tyler (1987); Bies et al. (1988); Lind and Tyler (1988);
Greenberg (1990a); Lind and Earley (1992);
Shapiro (1993); Conlon and Ross (2012)

• Quantify applicants’ perceptions of social media
screening before the screening process

Cook et al. (2020)

• Adopt a consultative style of decision making, also
within the pool of raters

Vroom and Yetton (1973); Shapiro (1993)

• Review the social media profiles together with
candidates and allow them to comment

Slovensky and Ross (2012)

Table 6 Recommendations to enable correctability in social media screening

Recommendations Selected Literature

• Make hiring decisions not based on social media screening alone, but
using several steps and sources of information

Landers and Schmidt (2016);
Schroeder et al. (2020)

• Communicate that the final decision is not yet made at this point of the
selection process

Leventhal (1980); Shapiro (1993)
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media screening in practice, as it represents such a process of gathering information about
the applicant as a potential receiver of rewards in the form of the job offer. The relationship
between privacy and procedural justice has been subject to various empirical studies
(Stoughton et al. 2015). For example, Alge (2001) investigated the matter under the
conditions of computer surveillance of employees and found a mediating effect of privacy
invasions on the relation between procedures (in this case the practice of electronic
monitoring) and procedural justice. Chory et al. (2015) found a positive relationship
between employee privacy and perceptions of procedural justice. Stoughton et al. (2015)
investigated the relationship between perceived invasions of privacy as a result of social
media screening and perceived procedural justice. They concluded that privacy perceptions
mediate the effects of social media screening on procedural justice views.

By conducting social media assessment, employers risk intruding into areas of privacy
not relevant to the application process and thereby intentionally or unintentionally violating
privacy laws (Black and Johnson 2012). Especially when accessing highly sensitive and
personal information not publicly available, the employer risks a violation of applicants’
privacy, as well as potential lawsuits for invasion of privacy as part of a hiring practice that
is not validated (Jeske and Shultz 2016). Clark and Roberts (2010) present an extensive
discussion of user privacy in the context of social media screening. They argue that the
practice of social media screening attacks individuals’ natural right to have a personal space
and that areas of privacy should be protected from employer use. Following their argument,
applicants regard social media activities as part of their private, non-work-related life.
Therefore, Clark and Roberts (2010) conclude that it is beneficial for society to protect
this boundary between professional and private life. Similarly, Stoughton et al. (2015) note
that such a transgression of boundaries poses a basic issue of fairness, since users post
content on their social media websites for private purposes, while employers use this
information for professional purposes. Applicants thus tend to perceive social media
screening as unfair because they view their social media usage as part of their non-work
environment and favour hiring procedures that are job-related. The study conducted by
Hurrell et al. (2017) on procedural justice effects of social media screening on Generation Y
supports this view, as they found younger study participants to be particularly alert towards
the blurring work-life boundary through social media screening. Subsequently, according
to Thomas et al. (2015), privacy advocates contend that social media communication as a
form of private conversations is at danger if the possibility exists that employers could
judge individuals based on their social interaction online. Clark and Roberts (2010) warn
that under the pressure to conform, people will modify what they post, which may lead to an
overall chilling effect on this form of communication and a society of “mediocre persons.”
According to the findings of Alge (2001) and Stoughton et al. (2015), a perceived breach of
privacy may even result in an applicant’s self-devaluation, as personal identity is strongly
linked with perceptions of privacy. A transgression of the boundary between an individ-
ual’s private and public self-representation may therefore result in a lack of control over
one’s public persona.

However, the question whether employers do indeed commit breaches of privacy by
engaging in social media screening is not an easy one to answer. According to Brandenburg
(2008), for a true violation to happen, the person must have a reasonable expectation of
privacy in the first place. Although many employees tend to believe that they have a right to
privacy on social media outside their workplace (Chauhan et al. 2013), the question as to
whether or not users should have an expectation of privacy is highly debated (Brandenburg
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2008; Elzweig and Peeples 2009). Privacy advocates and other commentators voice their
criticism of the practice of screening social media in selection, but proponents argue that
information on social media is public and that employers have a right to access this
information in their duty to protect the organization (Thomas et al. 2015). Similarly, some
commentators claim that the expectation of privacy is given up once information is posted
on social media (Chauhan et al. 2013). The expectation of privacy may also strongly depend
on the privacy conditions and settings of the operator of a social network (Elzweig and
Peeples 2009), which generally differ from platform to platform, making it difficult to
assess privacy expectations (Drake 2016). Moreover, the operators of social networks can
change the privacy terms at any time, thus reducing employee privacy by including phrases
like “we reserve the right, at our sole discretion, to change, modify, add, or delete portions
of the terms of use at any time without further notice” (Kaupins and Park 2011, p. 92). There
is general agreement that someone who does not use privacy settings in social networks
cannot have an expectation of privacy (Elzweig and Peeples 2009), and someone who at
least attempts to protect their privacy through the use of privacy settings deserves more
recognition of privacy than someone who does not make such an attempt. However, the
question of procedural fairness is concerned with perceived breaches of privacy, as the
ethicality rule of Leventhal (1980) deals with the violation of the ethical standards of the
person who is subject to the decision process. Even if the procedure was fair from a legal
standpoint and the person did not have a legal expectation of privacy, a perceived breach of
privacy may still lead to decreased procedural fairness from that person’s point of view.
After all, a perceived breach of privacy may also have negative effects on the company
engaging in social media screening, such as a decrease in the company’s attractiveness and
a higher probability of disgruntled applicants suing them. Thereby, harm may be caused in
the form of legal costs, declines in customer loyalty, shareholder value, and overall damage
to the organization’s reputation (Stoughton et al. 2015). Therefore, it is to be concluded that
the company should have at least some interest in avoiding such perceived privacy
violations beyond mere obedience to the law.

To address the ethical dilemma of obtaining the necessary information for putting the
right person into the job without violating fundamental moral and ethical standards, a
number of recommendations can be drawn from the literature. These recommendations
are summarized in Table 7. To avoid the risk of getting involved in privacy infringement or
discrimination, it is recommended to check only publicly available sites, especially after
personal interviews have already taken place, so basic personal traits can already be known
(Lam 2016). Several authors discuss the possibility of informing the candidate beforehand
(Slovensky and Ross 2012; Hoek et al. 2016; Lam 2016) or asking for written permission
(Slovensky and Ross 2012). Yet, a word of caution remains. Organizations may, neverthe-
less, receive negative reactions in the process of notifying applicants and obtaining per-
mission to screen social media profiles (Davison et al. 2016), or applicants may clean up
their social media profiles and try to make the profile look more favourable (Black and
Johnson 2012; Slovensky and Ross 2012; Davison et al. 2016). Asking for candidates’
consent should also be handled with care considering the applicants’ situation of depen-
dency in search for a job: Any refusal to agree to social media screening may be perceived
negatively by the employer and may therefore lead to bias, since applicants are not free
from coercion in this situation (Lam 2016).
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Summary of Recommendations

As the analysis of the extended rules of procedural justice of Leventhal (1980) in relation to
social media screening has demonstrated, there are several points at which the procedural
justice of social media screening is rather questionable. The discussion has shown that,
despite all benefits, social media screening in itself cannot be considered a procedurally just
assessment tool. These findings confirm the results from previous research suggesting that
the use of social media screening has a negative impact on applicants’ perceptions of
procedural justice (Stoughton et al. 2015; Stoughton 2016; Hurrell et al. 2017). Following
Davison et al.’s (2016) primary recommendation not to use social media screening at all
when in doubt about the legal and ethical implications of this practice, an organization
should refrain from the use of social media screening if no efforts can be made to ensure
fairness in the process. However, the potential benefits should not be neglected. The
discussion has shown social media screening to have the potential of being a helpful
contemporary tool in identifying the right job candidate and avoiding irresponsible behav-
iour and negligent hiring, as long as it is applied with care. The recent COVID-19 crisis
highlights that companies need to be able to respond to new challenges through the
effective use of digital technologies (Guo et al. 2020). As digital communication continues
to challenge recruitment and selection practices (Holland and Jeske 2017), social media
screening should be evaluated and used in the sense of a responsible HR practice that
benefits both the company and its potential employees in the long term. Consistent with
Kluemper et al.’s (2015) conclusion about the fairness of social media screening, stating
that “applicants may not always react negatively to SNW [Social Network Website]
screening, depending on the screening approach” (p. 74), research-based efforts need to
be made to construct the process in a fair manner. Thus, the recommendations pertaining to
each of the rules discussed are summarized in Fig. 1. Thereby, the first key recommendation
that can be drawn from the discussion is to standardize the social media screening process

Table 7 Recommendations to enhance the ethicality of social media screening

Recommendations Selected Literature

• Check only publicly available sites Lam (2016)
• Inform candidates beforehand that social media screening is used in

the selection process
Slovensky and Ross (2012);

Hoek et al. (2016); Lam (2016)
• Obtain written permission to view candidates’ social media profiles Slovensky and Ross (2012);

Davison et al. (2016)

Fig. 1 Proposed procedure in social media screening

302 Employee Responsibilities and Rights Journal (2021) 33:281–309



and to assign clear responsibilities among the people conducting the screening and making
the employment decision. The second key recommendation is to ensure that the information
obtained through social media screening is relevant for the position that needs to be filled,
which can be achieved through a job analysis. Thirdly, it is important to allow for an
adequate degree of transparency and two-way communication with applicants, including
the information that social media profiles may be checked in the selection process.

Conclusion

The aim of this paper was to discuss whether social media screening can be considered a
procedurally fair tool for selecting applicants in the hiring process. The discussion showed
that it holds many benefits for employers, as it provides them with access to information not
easily obtained through traditional assessment methods at relatively low costs. This allows
companies of all sizes to identify the right person for a job by making inferences about
candidates’ character, performance, and fit with the organization, thereby mitigating the
risk for the company’s stakeholders and fostering a positive work environment. Companies
that bear a particular responsibility towards their stakeholders can eliminate potentially
harmful or even criminal candidates from the hiring process. However, the discussion
shows that, according to Leventhal’s (1980) extended rules of procedural justice, social
media screening bears manifold risks of violating procedural justice. Despite at least partly
objecting to Clark and Roberts’ (2010) position deeming social media screening an
unethical practice, the discussion has demonstrated that without the necessary precautions,
social media screening cannot be considered procedurally fair, as it opens up far too many
opportunities for inaccurate or job-irrelevant information, lack of transparency, discrimi-
nation, recruiter biases, and privacy violations. It is therefore essential to follow some basic
guidelines to address the aforementioned issues and to enhance procedural justice. While
this paper represents an attempt to derive such guidelines from the literature, not all issues
will be resolved, as the practice differs from company to company, and the ethical values of
the applicants differ among individuals and cultural contexts. It is therefore necessary to
carry out an evidence-based study for policy development, which takes into consideration
the concerns of individual users as well as companies’ requirements for performing social
media screening. In particular, the review of the work of Schroeder et al. (2020) suggests
that different structuring methods of social media screening may lead to varying results.
Therefore, future empirical research on the effectiveness of different methods of structuring
the process of social media screening may provide further insights for practitioners.
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