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1. Installation of OpenVPN

Preparation:

Please ensure that no previous version of the OpenVPN client are installed on your
device. If you find one of the following folders on your device, please go to section 2.
Uninstalling an old version of OpenVPN:

C:\Program files(x86)\0OpenVPN
C:\Program files\OpenVPN
C:\User\<user 1D>\0OpenVPN

|_> (Please replace <user ID> with your local user name)

Step 1: Download OpenVPN:

You can now download the VPN client. Please access the following link:
https://www.ku.de/en/rechenzentrum/it-services/vpn

Alternatively, you can also access the Computer Center’s websites at www.ku.de/en by

clicking on “Central facilities” > “Computer Center”. In the menu bar on the left, please
select “IT Services” > “Wi-Fi, VPN, Internet” > "VPN client” > "OpenVPN"

Please go to "OpenVPN for Windows 10,8,7 (32 / 64 Bit)” and click on “"Software” (Fig. 1).
In the dialog window that opens next, please enter your KU user ID (e.g. SLS123) and
your password to confirm identification. This will start the download process of the
required installation file.


https://www.ku.de/en/rechenzentrum/it-services/vpn
http://www.ku.de/en
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Fig. 1: Download

Step 2: Installation

It is important that you select "Run as administrator” when starting the installation
process with the downloaded file!

(2] OpenVPN-Client-fuer-Windows-2020-01-.. 04.03.2019 10:15 Anwendung 3439 KR

| G Als Administrator ausflihren

Behandeln von Kompatibﬂtatsproblemen
An "Start” anheften

E] Mit Windows Defender Uberprifen...

2 Freigabe

Zugriff gewahren auf >
An Taskleiste anheften

Vorgangerversionen wiederherstellen

Senden an >

Ausschneiden

Kopieren

Verkniupfung erstellen
L&schen

Umbenennen

Eigenschaften

Fig. 2: Run OpenVPN installation as administrator

In order to do so, please right click on the downloaded file and select “"Run as
administrator” (Fig. 2).

Your PC will display another dialog window titled "Windows protected your PC".
Please click "“More info”. A new button will appear “run anyway”. Please click “run
anyway” (Fig. 3).
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Trotzdem ausfiihren Nicht ausfiihren

Fig. 3: Dialog window "Windows protected your PC”

Please confirm the next question “"Do you want to install the OpenVPN client for
Windows?” by clicking “Yes”. Now, your PC will start the actual installation
process. Please click "Next” in the dialog window. Please accept the license
agreement by selecting "l agree”. There is no need to change the preset criteria —
please select “"Next” in the next window. By clicking “install” in the next window,
you will run the installation. After the installation has completed, please click on
“"Next”. In the next window, please uncheck “"Show readme” and select “Finish”.

Please note:

During the installation process, a pop-up might appear (Fig. 4) asking you whether you
would like to install “TAP Windows". Please click on “Install” to confirm. In some cases,
TAP is installed automatically.
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E
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Nicht installieren

Software von "OpenVPN Technologies, Inc.” immer
vertrauen
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werden, welche Geratesoftware bedenkenlos installiert werden kann?

Fig. 4: Inquiry TAP Windows

Step 3: Synchronize your Config folder

Before opening OpenVPN for the first time, you have to copy the installed files to the
right folder.

Both folders C:\Program fi1les(x86)\0penVPN\configandC:\Program
Ti1les\OpenVPN\config must be identical.

Please note:
If thereisno C:\Program files (x86)\ folderonyourPC, please skip step

3.

Please copy the filesin C:\Program files (x86)\0OpenVPN\config by ,right
clicking > copy" or ,Strg + C* (Fig. 5)

&« v T I » Dieser PC » System (C:) > Programme (x86) > OpenVPN > config I
4 Downloads ~ Name Anderungsdatum Typ GréiBe
& Dokumente % 2020-01-31-0942-5ha512 23102018 10:41 Privater Informatia... 4KB
= Bilder Kabel-KUE 231020181217  OpenVPN Config F.. 1KB
= Dokumente KUE 23.10.2018 12:17 OpenVPN Config F... 1KB
Gespeicherte Bili » openvpn-install-2.4.3-1602 13.09.2017 16:18 Anwendung 3.374 KB
b Musik |5l README 09.10.2017 09:45 Textdokument 1KB
B videos  zertifikat ATAO 09D A0 Deugter Informatio... 4 KB
& Freigabe
= Dieser PC
Senden an >
J 3D-Objekte
Bilder Ausschneiden
—
I Kopieren
I Desktop
= Dokumente Verknupfung erstellen
¥ Downloads ¥ Loschen
D Musik !;J Umbenennen
E Videos Eigenschaften

% System (C)

Fig. 5: Copying config files
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Now, please open the folder C:\Program files\OpenVPN\config and paste the
files from the clipboard by ,right clicking > paste" or ,Strg+V" (Fig. 6)

1+ = | config

Start Freigeben Ansicht
« - ]

¥ Downloads ~ Name

> Dieser PC » System (C:) » Programme > OpenVPN > config I

Anderungsdatum Typ

= Dokumente

|= README 11.03.2019 12:27

= Bilder

= Dokumente
Gespeicherte Bili

b Musik

= SWS17304 (\\eo

= Dieser PC
J 3D-Objekte
=/ Bilder

B Desktop

Textdokument

GréBe

Ansicht
Sortieren nach
Gruppieren nach

Aktualisieren

AV

Ordner anpassen...

= Dokumente I

Einfiigen

¥ Downloads
b Musik

Verknupfung einfagen

Zugriff gewahren auf

E Videos

% System (C)

oo

Fig. 6: Pasting config files

Please confirm if the PC asks you whether you would like to overwrite existing files or
whether you have administrator rights.

Step 4: Running OpenVPN as administrator

Please run the VPN Client as administrator. In order to do so, please either select “right
click > run as administrator” or set the program to run as administrator automatically by
“right clicking > properties > shortcut > advanced > change settings for all users > run
program as administrator > apply”.

Step 5: Start OpenVPN

In the task menu bar in the bottom right corner, you will now see the symbol for the VPN
Client (sometimes, you have to click the ‘up arrow’ to see the symbol). Right click on the
symbol to connect to "KUE" if you want to use Wi-Fi to connect

(Figure 7)



EICHSTATT-INGOLSTADT

' KATHOLISCHE UNIVERSITAT

Kabed-KUE
Verbinden KLIE
LU Impart file...
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= 1
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Fig. 7: OpenVPN symbol in task menu bar

You are now asked to enter your user ID and password (Figure 8)

Akiusller Status: Verbindan

Man Mar 11 12.39.45 2019 OpenVPH 24,3 556_54-wht mingwi2 [55L (OpenSSLY [L20] [L24] [PRCS11] [AEAD] bulan
Mon Mar 11 123545 2019 Windows version 5.2 [Winsows B or greater) B4ba
Men Mar 11 12:35.45 2010 libeary versions: OpenSSL 1,021 25 May 2017 LZ0 210

Mon Mar 11 13345 2018 MANA = —T T
Man Mar 11123245 2019 Need| DRenVPN - Benutzer-Authentifizierung (KUE)
Mon Mas 11 1238 45 2018 MAMA _ B!

Mon Mar 11 123945 2019 MAMA  Banateer
Mon Mai 17 1239045 2013 MANA
Mon Mar 17 1235345 2019 MANA o
Men Mar 11 12:38:45 2019 MAMNS
Mon Mar 17 1235 45 115 MARA Cle

a3 Fworl

SE5WaM snaicham

Abbrechen

Trannen Mo Vierbndon Miremigien

Fig. 8: OpenVPN requesting user ID and password

You should now be able to recognize from the color of the OpenVPN symbol in the
menu bar, whether the client has connected successfully. When the symbol turns green,
you are connected to the KU network (Figure 9g).

Fig. 9: Successful OpenVPN connection
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Information on KUE cable (KUE-Kabel)

Please only use the configuration ,KUE-Kabel" if you are on campus in Eichstatt and only
if you would like to connect with a data cable using a public data socket (e.g. in lecture
halls).
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2. Uninstalling an old version of OpenVPN

Step 1: Uninstall via settings

Uninstall the OpenVPN client by opening the Windows “settings”. Here, please select
“apps” and then “apps & features”. Please search for "OpenVPN XXXXXXX" in the list,
confirm your selection by clicking once and then select “uninstall”.

Alternatively, you can also start the uninstall process at “control panel” > “programs” >

“uninstall programs”.

Step 2: Delete residual data

After having uninstalled the old version of the program in accordance with step 1, please
make sure to delete all residual data now.

Please check whether there is any residual data and, if applicable, delete the following
files:

C:\Program files(x86)\0OpenVPN

C:\Program fi1les\OpenVPN

C:\User\<user ID>\OpenVPN

|_> (Please replace <user ID> with your local user name)
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3. Alternative option for installing OpenVPN (for
experienced users)

Step 1: Download OpenVPN

Please download the current OpenVPN version from the producer’s website
https://openvpn.net/community-downloads/. Make sure to choose the right version for

your operating system.

Step 2: Installation of OpenVPN

Please install the downloaded file.

Step 3: Download license

Please open the website https://www.ku.de/rechenzentrum/it-

services/netz/vpn/openvpn/ to download the configuration file named
.Konfigurationsdatei (*.ovpn) mit Aktuellen Zertifikat fir iOS, OSX, MacOS und Ubuntu
18.x (gultig bis 31.01.2021)".

Step 4: Integrate license

When starting OpenVPN for the first time after successful installation, you will have to
integrate the downloaded license into the program. For doing so, please right click the
OpenVPN symbol in the bottom right corner of the task menu bar and select “import”.
Please select the license that you downloaded in step 2 and click “open”.
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